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ANNOTATION  

This document contains information for checking, maintaining and tuning the conditions for the 

specific application of GIS Server PARB.00049-04 software. 

GIS Server PARB.00049-04 is designed to provide remote access to spatial data for users of GIS 

Panorama PARB.00227-02, GIS Map 2011 PARB.00046-01, GIS Operator PARB.00048-01, GIS 

WebService SE PARB.00160-01 and others. 

The server provides remote access to vector maps, remote sensing data, matrices, documents and 

spatial databases. Connection to the server is established using the protocol TCP\IP using the socket 

mechanism. 

Data placing on the server protects data from illegal copying and modification. The user selects data 

to work by their conditional names (aliases). Vector maps can be opened for viewing or for viewing and 

editing. Rasters and matrices are only available for viewing and performing calculations. In addition, all 

data can be closed or opened for copying from the server - in exchange formats, to the clipboard or to 

other maps. 

GIS Server PARB.00049-04 supports the control of changing the raster and matrix data opened on 

the GIS Server and their synchronous updating on the client. Access to new versions of orthophotomaps, 

height matrices and vector maps, it is provided automatically without manual operations from the server 

administrator or clients. It is provided the verification for compliance of the map and classifier with the 

opening of the map and automatic conversion for the map objects when the classifier is changed. This 

allows you to automate the process for updating the library of conditional signs on the server with 

automatic updating of libraries on client workplaces and in connected web-services. 

GIS Server PARB.00049-04 supports multi-level connection of GIS Servers among themselves for 

distributed storage and processing of spatial data with automatic replication, backup and data protection. 

This architecture reduces the load on the data network tenfold, speeds up access to data and improves 

reliability. Reducing the load on the data network is achieved through the access of individual groups of 

users through an intermediate GIS Server, which caches requests and performs automatic data replication. 

The GIS Server includes the program GIS Administrator, designed to configure the parameters for 

operation GIS Server. GIS Administrator allows you to define a list of users, a list of data and their 

properties, which allows you to configure GIS Server for a specific application. A list of available data is 

generated for each user group. User access to the data is done through the user authorization. 

The list of users, the data list and their properties are stored on the server in the parameter file 

gisserver.xml. Creation and editing of the parameters file is performed by the server administrator. 
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1   GENERAL INFORMATION ABOUT THE PROGRAM  

1.1  Purpose and main functions of the program 

GIS Server PARB.00049-04 is designed to provide remote access to spatial data for users of GIS 

Panorama PARB.00227-02, GIS Map 11 PARB.00046-01, GIS Operator PARB.00048-01, GIS 

WebService SE PARB.00160-01 and others. 

The server provides remote access to vector maps, remote sensing data, matrices, documents and 

spatial data bases.  

Data placing on the server protects data from illegal copying and modification. The user selects data 

to work by their conditional names (aliases). Vector maps can be opened for viewing or for viewing and 

editing. Rasters and matrices are only available for viewing and performing calculations. In addition, all 

data can be closed or opened for copying from the server - in exchange formats, to the clipboard or to 

other maps. 

 

 

Figure 1 -  Connection to GIS Server from GIS Panorama  

GIS Server PARB.00049-04 supports the control of changing the raster and matrix data opened on 

the GIS Server and their synchronous updating on the client. Access to new versions of orthophotomaps, 

height matrices and vector maps, it is provided automatically without manual operations from the server 

administrator or clients. It is provided the verification for compliance of the map and classifier with the 

opening of the map and automatic conversion for the map objects when the classifier is changed. This 

allows you to automate the process for updating the library of conditional signs on the server with 

automatic updating of libraries on client workplaces and in connected web-services. 

GIS Server PARB.00049-04 supports multi-level connection of GIS Servers among themselves for 

distributed storage and processing of spatial data with automatic replication, backup and data protection. 

This architecture reduces the load on the data network tenfold, speeds up access to data and improves 

reliability. Reducing the load on the data network is achieved through the access of individual groups of 

users through an intermediate GIS Server, which caches requests and performs automatic data replication. 

The same data is available for processing to any number of users connected to GIS Server. When 

editing a map by one of the users, the data is automatically updated for all users working with this map, 
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including, and on the screen. When editing the same object simultaneously by several users, the object 

will be in the state it received as a result of the last editing operation. The update data is performed in the 

execution mode of a transaction that provides failure recovery and rollback to any number of steps back.  

The list of users, the data list and their properties are stored on the server in the parameter file 

gisserver.xml. Creation and editing of the parameter file, it is performed by the server administrator using 

the local or remote administration program. Password lists are stored in the parameter file in coded form 

using the algorithm MD5. A user can be added to the list of GIS Server users either as a single user or as 

a group of users Active Directory (AD) as an individual user. 

All actions of users with data on the server are logged into the text log of the program - 

\LOG\gisserver.YYYYMM01.log. Where YYYY is the current year, MM is the current month. Every 

month GIS Server automatically starts to conduct a new protocol from the first day of the month, which 

makes it easier to find the desired date in the protocol and deleting the obsolete protocols. The folder 

\LOG is located in the folder \ProgramData\Panorama\GIS Server. 

The current status of data access is displayed in the server monitoring program. 

GIS Server opens vector maps in exclusive access for editing to speed up data editing operations 

and ensure the reliability of their execution. Other applications can open parallel maps only for reading. 

If any application had opened a map before GIS Server accessed it, the client will receive a notification 

about the error opening the vector map. 

GIS Server runs automatically at the start of the operating system and it can operate around the 

clock unlimited time. 

 

1.2  Information about hardware and software for the program execution 

The connection to the server is established using the TCP/IP protocol using the socket mechanism. 

Binary data is transferred between the client and the server - object coordinates, attributes, data 

blocks of rasters and matrices. Therefore, for normal operation, it is required a high-speed connection of 

client and server, for example, Ethernet network over 1 Gbit/second. 

GIS Server PARB.00049-04 can be installed on any computer on a local network with 64-bit 

version of OS MS Windows XP, MS Windows Server 2008 and higher, MS Windows 7 and higher. 

For each client is allocated within 1.5 MB of RAM. The number of open vector maps, rasters and 

matrices does not significantly affect the size of the allocated memory. The connection of 100 clients 

requires about 1.5 Gigabytes of RAM on the computer where GIS Server is installed. The number of 

connected clients is not limited by software. 

To improve performance, it is advisable to use multiprocessor motherboards and data placement on 

different physical disks. 

Due to the large amount of data transferred, you need to have a high-speed connection between the 

server and the client. For example, one snapshot or matrix can occupy tens of gigabytes, and several 

thousands of rasters and matrices can be opened by one client. 

To perform the remote administration of GIS Server via the web-interface, it is necessary to have 

one of the following web-servers with the support module of PHP-scripts: 

- Apache version 2.2.14 and higher, 

- IIS version 6.0 and higher, 

- ngnix 1.5.7 and higher. 

 

Recommended requirements for the composition of hardware and software: 

- the processor is not worse than Intel (R) Core (TM) i7 3,4GHz and higher; 

- at least 16 GB of RAM; 

- free space in one partition of the hard drive: from 1 TB and above; 

- the presence of a USB port available for the application; 

- operating system: MS Windows 2008 x64 and higher; 

- Ethernet network card 1 gigabit/second and above. 
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2  STRUCTURE OF THE PROGRAM  

GIS Server PARB.00049-04 consists of the following programs: 

- the service of Windows Services in module gsservice64.exe, which provides remote access to 

spatial data; 

- the program for installing/uninstalling of the service in the module gsmanager64.exe; 

- the service status of monitoring program is contained in the module gsmonitor.exe; 

- the desktop version of the service administration program in the module gsadmin.exe; 

- a web-version of the service administration program in the set of php-modules in the folder 

\GISAdministrator; 

- the module dsloader.exe is for remote loading of data sets into the Data bank of digital maps and 

remote sensing PARB.00033-02; 

- libraries for performing service functions for managing vector spatial data, images and matrices; 

- the protection key driver is contained in the module \WinKey64\setup.exe. 

 

The service gsservice64.exe operates according to the parameters stored in the parameter file 

gisserver.xml. 

Local administration programs gsadmin.exe and remote web administration make changes to the 

parameter file gisserver.xml, which is periodically read by the program gsservice64.exe. 

The program gsmanager64.exe is a console application and it is intended only for installing or 

removing the service through the command line. 

The module dsloader.exe and libraries for executing service functions are called from the service 

gsservice64.exe upon receipt of the corresponding commands by protocol TCP/IP. 

The protection key driver is called from the service gsservice64.exe when checking for a license to 

run the program. 

The monitoring program gsmonitor.exe queries the status of current clientsô connections and the 

open data, and it displays them in the service status dialog. 
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3  SETTING UP THE PROGRA M 

3.1  General procedure for installing the program 

Install the CD. 

From the directory containing the installation of the program, run Setup.exe. 

In the dialog box for selecting the language, set the language çEnglishè and press the çOKè button. 

In the dialog box çWelcomeè to the installation wizard, click the çNextè button. 

In the dialog box çLicense Agreementè, click the button çAgreeè, having read the text of the 

license agreement. 

In the dialog box for selecting the installation folder, click the button çInstallè (if you want to 

change the default folder, first change the folder by clicking the button çBrowseè). 

 

All programs that are part of the GIS Server are recorded to the same folder. The installation 

program offers to place the programs in the folder \Program Files\Panorama\GIS Server. 

Before installing a new service, the previous version of the service is stopped and deleted from the 

registry, for this, the installation program automatically executes the command: 

gsmanager64.exe -u 

 

To install the new version, run the following command: 

gsmanager64.exe -i 

 

If it is necessary, these commands can be performed in manual mode to restart GIS Server program. 

In the dialog box, you are greeted by çGuardant Driversè installation wizard, select the option 

çInstall Guardant driversè and click the button çFinishè (if you do not need to install or reinstall the 

driver, click the button çCancelè). In the dialog to complete the installation of the program, click the 

button çFinishè. 

To automatically run the monitoring program gsmonitor.exe, it is necessary to place it in the folder 

Startup of the system Windows. When the program starts, its icon is automatically placed in the System 

tray of the screen (System tray). 

A new version of the file gisserver.xml is installed with the name gisserver.new.xml. 

If there is no gisserver.xml file in the folder with the installed program or in the folder 

\ProgramData\Panorama\GIS Server, the file gisserver.new.xml is automatically copied to the file 

\ProgramData\Panorama\GIS Server\gisserver.xml. 

 

To run the program, it is necessary to install the security key in the USB port. The key driver is 

installed automatically when the program is installed. If there is no key, a message about the absence of 

the key will be recorded in the log file \Log\gisserver.20XXXXXX.log. For example: 

 

---> 10:16:55   Start GIS Server x64 Demo v. 6.0.2  26/01/2011   

>>>> 10:16:55   Hard Key not accessible. The number of connections is not more than 4! 

---> 10:16:55   Begin of reading parameters - C:\Program Files (x86)\Panorama\GIS 

Server\gisserver.xml 

 

In this case, the program limits the number of user connections to 4. 
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Figure 2 -  Management of the service in the operating system 

Stopping and starting the program can be performed from the system dialog MS Windows, which is 

called from the menu Start. 

 

3.2  Procedure for installing and using the USB security key of the program  

Electronic key is a device designed to protect programs and data from unauthorized use and 

replication. Electronic keys Guardant USB can be used on operating systems that support the USB 

standard. 

You can connect and disconnect Guardant USB keys when the computer is on or off. 

USB-dongle should be connected to the port only after installing the driver Guardant. If the key had 

been connected before installing the driver, and the standard Windows USB Device Wizard was 

launched, then you need to remove the key from the port and cancel the wizard. 

The driver of the electronic key is installed automatically when installing the software GIS Server. 

If you need to update the driver and replace the key, follow these steps: 

1) Run the driver installation program \WinKey64\Setup.exe  

2) Click the button çInstall driverè in the appearing dialog box of Install driver Guardant. 

3) If it is necessary, restart the operating system.  

 

Before installing the key driver for 64-bit system, you must ensure that the Guardant driver is not 

already installed in a different version. If the specified driver is present on the system, you must uninstall 

it (Start \ Settings \ Control Panel \ Add or Remove Programs \ Guardant drivers \ Delete), then restart the 

system and install the key driver for 64-bit system. 

Then it is necessary to install a special protection key driver, which is not installed automatically 

when installing the software. Installation of this driver of the protection key is located on the installation 

disk of the software in the section \System\WinKey-x64\. 

To support the execution of the program GIS Server, the virtual machine uses a network security 

key that is installed on a system that has physical access to the USB port. 

The network key Guardant Net can be installed on any workstation or server. 
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To get started, it is necessary to install the driver for accessing the electronic key (the installation 

program is located in the folder \System\WinKey of the installation disk). Then connect the electronic key 

to the USB port of the same computer. 

Next, you need to copy the directory \System\NetKey to the hard disk (for example, to the directory 

c:\Program Files\). This directory contains the software of Guardant Net server. 

After installing the network USB-key on the computer, you need to start the server Guardant Net - 

the module grdsrv.exe. 

Attention! The Guardant Net server must be loaded on the same computer (workstation or server) to 

which the electronic key Guardant Net is connected. Otherwise, the server (as well as the client Guardant 

Net) will not be able to detect the key. 

The server Guardant Net supports TCP/IP network protocols and any of the interfaces NetBIOS. 

 

In order for the server Guardant Net to start automatically when the computer is turned on as a 

service, the server Guardant Net must be started on the command line: 

grdsrv.exe /i  

To stop and uninstall the server Guardant Net service, you must execute: 

grdsrv.exe /r  

 

In order for the program GIS Server to work with the network key Guardant Net, you need by 

means of the text editor (Windows Notepad) in the configuration file GISServer.ini to add (or replace) the 

following lines: 

[PROTECT] 

NET=1 

 

In the directory with installed GIS, you must copy the file gnclient.ini (from the directory \NetKey). 

Then use the text editor tools in the section [SERVER] for the parameter IP_NAME to specify the real IP 

address of the computer on which the server Guardant Net is installed.  

For example: 

[SERVER] 

IP_NAME=192.168.0.1 

 

For a detailed description of the procedure for installing and configuring the network key, see 

çGuide for the system programmerè in the file NetKey5\admins_manual.pdf, for a description of the 

configuration, see file NetKey5\guarnet.doc. 

 

3.3  Parameters of connection 

When you first connect to the server in the client program, you must enter the server address-the 

hostname or IP address of the computer on which the program GIS Server is running. The host name can 

be the name of the computer on the local network. In addition to the server address, it is specified the port 

number for the connection.   

By default, the port number is 2047. To change the port number through which GIS Server works, it 

is possible in the program of GIS Administrator. 

The value of the port number is stored in the file XML on the line of the form: 

<Port Number="2047"/> 

Multiple instances of programs that have the same port number in the settings canôt be started on 

the same computer. 
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3.4  Registration of users 

To access the server, the user must undergo the authentication procedure at the beginning of the 

operation. There are two options for authentication: by login/password and using the built-in security 

system of the operating system (or Active Directory). 

 

3.4.1  User authentication by login and password 

To access the server, the user must enter the user name and password at the beginning of the 

operation. 

The list of users, the data list and their properties are stored on the server in the parameter file 

gisserver.xml. Creation and editing of a parameter file is performed by the server administrator using the 

administration program. 

The user's password is stored in coded form using the algorithm MD5. If the password is lost, it is 

assigned again by the administrator. When a user logs in through the login and the password, an encoded 

string is sent with a value that is generated for each session (digest-authorization), which excludes 

password interception. 

If it is allowed by the administrator of GIS Server, a user who does not specify a login and a 

password can be granted the guest access. 

 

3.4.2  Guest access 

To organize access for unregistered users, the administrator must create a user with a GUEST login 

and a GUEST password in the group GUESTS and to specify the data available for such users. If there is 

such record for unauthorized access to the server, the user at the beginning of the operation can enter an 

empty user name and blank password, and work with the data of the group GUESTS.  
 

3.4.3  User authentication using OS security system 

You can use the account information in the domain security policy or the operating system of the 

local computer to access the server. 

The user is authenticated using SSPI (Security Support Provider Interface) system providers. A 

client application running on behalf of this user, before requesting authorization from GIS Server, 

initiates the creation of a secure data exchange session via SSPI. Further, the client application prepares 

and sends a GIS Server to the service message, in which it notifies him/her about the start of the 

authorization process using SSPI and specifies which security package to use. GIS Server, receiving such 

a message, initiates the creation of a secure session on its part with the specified security package. Having 

received the details of the session, the client application creates a security context from its side and 

generates a set of data intended for sending to GIS Server and carries out their transfer. GIS Server, 

having received the client data and using the details of the session, generates its own security context and 

receives a data block for transmission to the client. In turn, the client application, having received this 

data, uses them to reorganize its security context and receive the next data block, and again sends them to 

GIS Server.  

The process for mutual exchange of data packets between the client application and GIS Server, and 

the re-configuration of the security contexts on the server and the client continues until SSPI reports the 

end of the mutual identification of GIS Server and its client. 

If authentication is performed not on the local computer but in the domain, when creating the 

security context, SSPI interacts with the domain controller through the services çServerè and 

çWorkstationè. Accordingly, these services must be allowed and to be started, this is a prerequisite for 

performing authorization through SSPI. 

If the process of forming the security context for GIS Server and the client is completed with a 

positive result (the mutual determination of the server and the client was successful), the server receives 

the data of the user logged on to the client computer: the identity of the user and the data of all security 
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groups of the operating system or domain, in which it enters. These data are used later to determine the 

authority of the user. Otherwise, GIS Server rejects the userôs login. 

 

3.4.4  Registration of the authenticated user 

After connecting the user, the name appears in the list of users on the main form of the server. 

Information about registration of users (successful and erroneous) is recorded to the text log of the 

program - \LOG\gisserver.log. 

The example of a record in the protocol: 

 

09:59:02   [01] Connection with a server is open. 

09:59:02 [01] Error registration of the user. User = Smirnov @COMPANY\WORKER77 

09:59:14   [01] Registration of the user. User = Ivanov @WORKER77 

 

In square brackets after the time, the serial number of the connected user is indicated from 1 - [01]. 

The field User specifies the user name, and after the character ç@è, the full computer name is specified. 

If the user is registered in the system ActiveDirectory, the computer name switches on the domain name. 

 

3.5  Changing access settings without restarting the service 

GIS Server provides round-the-clock access to spatial data 365 days in a year. Changing data access 

settings (lists of roles, users, data) can be performed without restarting the service. Parameter change 

notifications are recorded to the application log. New conditions for data access acts also to previously 

opened data. If in the new conditions it is added a ban for record, then all editing operations for the client 

will be terminated, if a complete prohibition on access to the data is entered, the data display on the client 

will be interrupted. 

To change the parameters, you must run the program GIS Administrator, to make changes for the 

data access settings and to save them. The program GIS Server determines for some time (usually within 

60 seconds) that the access parameters have changed and puts them into effect. 

To ensure continued operation, there are added tools for automatically releasing resources for 

inactive or broken connections. The period of the forced disconnection in the absence of messages is 

specified in the administration program. 

 

---> 10:16:55   Begin of reading parameters - C:\Program Files (x86)\Panorama\GIS 

Server\gisserver.xml 

---> 10:16:55   Port number: 2047 

---> 10:16:55   User count = 6 

---> 10:16:55   DocStorage count = 1 

---> 10:16:55   Depot count = 0 

---> 10:16:55   Map count = 81 

---> 10:16:55   Matrix count = 3 

---> 10:16:55   Raster count = 17 

---> 10:16:55   Atlas count = 0 

---> 10:16:55   Role count = 4 

---> 10:16:55   End of reading parameters 

---> 10:16:55   Connect timeout (min): 15 
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3.6  Access to data 

3.6.1  Types of data to be processed 

The user can open on GIS Server: vector maps, rasters or matrices in a separate window or to add to 

the previously opened data, and also to open atlas maps from GIS Server. With vector map objects, 

documents of different formats can be logically linked, which can be saved and opened from GIS Server 

by accessing the corresponding semantic characteristics of the object. 

Vector maps are logically linked to map classifiers, which are transmitted to the client computer 

when the maps are opened. Maps can be in MAP, SIT and SITX formats with support for encoding stored 

data. 

For correct work with vector maps it is recommended that classifiers common to several maps be 

placed in public classifier folders, and not duplicated in each folder with data. 

The processed data is stored in four lists - vector maps, rasters, matrices (matrices of heights and 

matrix of qualities) and atlases. Each list is stored and displayed as a tree.  

The client will see only the data to which it has access from all data available on the server. Each 

data type has two properties - a conditional name (alias) and the full path to the data file. The client sees 

only the conditional name of the data. 

The data list and their properties are stored on the server in the parameter file gisserver.xml. 

Creation and editing of the parameters file is performed by the server administrator using a special 

program - GIS Administrator. 

When working with a vector map, service files (INI, LOG, TAC and others) are created. Usually 

they are recorded in the service directory \LOG along with the map (the file INI is recorded in the folder 

along with the map). 

 

3.6.2  Logging the data access 

When the client opens the new data, the new entry is added to the log of the program 

\LOG\gisserver.log.  

The example of record in the protocol: 

 

10:35:27   [01] [101] Open rmf. Name = ALIAS#Podolsk- quality 

10:35:27   [01] [101] Open rmf. Path = C:\Panorama9\Data\Podolsk\FloodZone.mtq 

10:35:27   [01] [01] Open map. Name = ALIAS#Shape 

10:35:27   [01] [01] Open map. Path = C:\Panorama9\Data\Shape\shape.sit 

10:35:27   [01] [02] Open map. Name = ALIAS#Podolsk-map 

10:35:27   [01] [02] Open map. Path = C:\Panorama9\Data\Podolsk\podolsk.map 

10:35:27   [01] [102] Open rmf. Name = ALIAS#Podolsk-raster 

10:35:27   [01] [102] Open rmf. Path = C:\Panorama9\Data\Podolsk\image3d.rsw 

 

In square brackets after the time, the serial number of the connected user is indicated from 1 - [01]. 

Then the following square brackets indicate the ordinal number of the open data for the given user. For 

vector maps, it is indicated a two-digit number with 1, for rasters and matrices, a three-digit number with 

101. 

For each data type, the Name parameter is the alias name and the parameter Path is the full path to 

the data on the server.  

 

3.6.3  Features of sorting vector maps on the server 

The vector map can be sorted by a user who has the rights to edit the map (Edit="TRUE").  

The entry in the parameter file can have the following form: 
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<PolicyData Alias="Noginsk - map" Edit="TRUE" CacheCoding="FALSE" 

StreamCoding="TRUE" HidePasport="FALSE" RscEdit="TRUE" Type="Vector"/> 

 

When the map is sorted, the server is blocked from compressing the map by removing deleted 

objects from the data set and deleting copies of the edited objects so that the user can in any case cancel 

or restore any operation performed. The value field Delete copies of the edited objects in the dialog box 

Map Sorting will be ignored. 

Only the user with administrative rights (Admin="TRUE") of GIS Server can delete the copies of 

the edited objects. 

The entry in the parameter file can have the following form: 

<User Login="User1" PassW="C4CA4238A0B923820DCC509A6F75849B" RoleName="Group 

1" Monitoring="TRUE" GeoDB="TRUE" Admin="TRUE"/> 

 

3.7  Accessing data, united in folders 

For the convenience of administering access to data, GIS Server supports automated control of data 

access at the data folder level. 

The administrator can specify the rights of individual user groups to access different folders without 

detailing the contents of the folders and their structure. 

In the process of working GIS Server automatically scans the contents of folders and provides users 

belonging to the corresponding group with rights to the data that will be placed in the folder. 

When you change the contents of the folder, the available data tree is automatically rebuilt, which is 

displayed on the client when data is selected. This allows you to dynamically change the composition of 

data in the folder, add and delete data without interrupting the operation of GIS Server and without using 

administration tools for each data instance. Data that is opened by the client canôt be deleted until the 

client closes the data. 

When assigning access to data at the folder level, you can specify whether the subdirectories should 

be processed. 

The same data folder can be included in lists of maps, rasters, matrices and atlases. In this case, the 

corresponding data categories will be displayed in each list from the folder. The administrator can specify 

a list of data types that will be displayed in the list. For example, only data projects (MPT) and store of 

maps (SITX) can be displayed in the map list, and MAP and SIT maps, included in the project, will not be 

visible in the user tree. 

 

<MapList> 

é 

<Map Ali as="Work folder" Level="1" Comm="TRUE"/> 

<Map Path="C:\Panorama10\Noginsk" Alias="Data" Folder="TRUE"  

DocAlias="Doc" Types="MPT, SITX" Level="2"/> 

</MapList> 

<RasterList> 

<Raster Path="C:\Panorama10\Noginsk" Alias="Data" Folder="TRUE"    

       SubFolder="TRUE" LongAlias="FALSE" Types="RSW" Level="2"/> 

    </RasterList> 

<RoleList> 

   <Role Name="USER"> 

      <PolicyData Alias="Data" Edit="TRUE" CacheCoding="FALSE" 

        StreamCoding="TRUE" Type="Folder"/> 

   </Role> 

</RoleList> 
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Figure 3 -  Data list view in the folder çWork folderè  

In the list of vector maps, a folder can be specified in the document store aliases for automatic 

saving of documents referred to by the semantics of the objects on the maps that will be placed in the 

specified folder. 

A top-level folder can be given a comment under which the data tree will be placed. If no comment 

is given, the name of the folder in which the data is stored will be displayed. If you specify the processing 

tag for the subdirectories (the property SubFolder is TRUE), the names of the incoming folders with the 

data will be displayed in the data tree. 

All data included in the folders are automatically assigned unique data aliases, which consist of the 

folder alias, the name of the subdirectory, and the data name separated by the underscore. If the 

LongAlias property is FALSE, only the data name is set as the data alias. 

GIS Server supports remote management of data in user's virtual folders. The user can create the 

new folders in virtual folders, to copy to the folder any data for common use, to delete outdated data. 

Users' access to shared folders (data placement, data editing, viewing) it is controlled by the 

administration tools of GIS Server. Providing data at the public folder level facilitates the administration 

of a large list of data (in the project there can be thousands of maps, tens of thousands: matrices and 

photos (snapshots)). The available data tree is automatically updated for each user without administrator 

intervention due to data placed in public folders.  
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Figure 4 -  Managing the location of data in public folders 

Tools for working with virtual folders in the tab Folder (in the dialog of connection to GIS Server) 

are displayed only for those users who have the rights to manage the data placement. To do this, in the 

folder alias description, it must be specified the attribute FolderEdit="TRUE" in the list of available user 

role data.  

 

    <Role Name="Group 1"> 

      <PolicyData Alias="Matrixes" Edit="TRUE" FolderEdit="TRUE"  

       CacheCoding="FALSE" StreamCoding="TRUE" Type="Folder"/> 

    </Role> 

 

When you place the new data, backups are automatically created if the administrator of GIS Server 

has enabled this tool (in the section ReservedCopy). 

 

3.8  Remote monitoring of the server status 

The user can monitor the status of server connections remotely from any program that has 

connectivity to GIS Server. To do this, it must be given appropriate rights by the Administrator. In the 

parameter file, using GIS Administrator for the user, it is set the property Monitoring="TRUE": 

 

  <UserList> 

    <User Login="GUEST" PassW="33E9232989576B5CFAA06654217D7A1A"  

      RoleName="GUESTS" Monitoring="TRUE"> 

      <ExtRoleList> 
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        <ExtRole RoleName="Group 2"/> 

      </ExtRoleList> 

    </User> 

 

In the dialog of connecting to GIS Server, the tree of connected users and the composition of data 

opened from the server will be displayed on the Monitoring tab. It will be specified the duration of the 

connection and the number of performed operations for data update 

 

3.9  Data protection 

Placing data on GIS Server increases the degree of protection from unauthorized reading, editing, 

copying, printing and updating. 

When authorizing the user with user name and password, the digest-authorization algorithm is 

applied to prevent the user from intercepting the user's password when connecting to GIS Server. In this 

case, it is sent to the Server a random string encoded by the key created on the basis of the user's 

password. If the result of the string encoding on the client and the server is the same, the authorization is 

successful. 

All data stored on the client computer in the cache for speeding up work is always encoded with a 

256-bit key formed from the server key and client key. If the keys have changed when you connect to the 

data on the server, the cache is automatically cleared and re-filled as you access the data. 

It is supported the possibility of autonomous work with data from the cache when communication 

with GIS Server is lost. If there is no (short-term loss) connection with GIS Server, the data access is 

automatically switched to the mode çRead Only, Prohibit Printing, Copy Blockingè. When the 

connection is restored, the access is automatically changed to the one that is set for the user on GIS 

Server, and the data is automatically replicated to the cache in the part of the changed data. 

The administrator of GIS Server can disable autonomous work with data. If the Administrator of 

GIS Server cancels access to the data for the specified user group, the maps on the respective clients will 

be closed automatically with the removal of data from the cache. If the Administrator of GIS Server 

establishes the prohibition for offline work with data, then client programs with a version lower than 

11.10.3 that does not support data encoding will not be able to open data on GIS Server. 

 

 

Figure 5 -  The example of coding data into the cache 

It is supported the ability to encode the transmitted data. This prevents the interception of data and 

their replacement at the time of transmission over open communication channels. The data is encoded 
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with the 256-bit key that is set for a specific communication session. Coding is performed when reading 

and recording data. 

It is possible to hide the parameters of the map coordinate system, opened on GIS Server. This 

allows you to work remotely with maps in local coordinate systems whose parameters are closed. In all 

dialogs and tasks, the parameters of local coordinate systems will be displayed as parameters of the 

system EPSG: 3857 (the Mercator projection on the ball, accepted by Google). To do this, the 

Administrator of GIS Server must set the map to Hide Coordinate System parameters for the map. All 

recalculations of coordinates and alignment with data having other coordinate systems will be performed 

without distortion. It is recommended that you hide the property Hide Coordinate System parameters in 

conjunction with the property Disable Map Copy from GIS Server. If the passport parameters are hidden 

and data copying is not prohibited, then when saving data to SXF and TXF formats, the coordinates will 

be stored in degrees in the system EPSG: 3857. 

It is supported the ability to prohibit printing maps on client workstations from standard dialogs of 

GIS.  

 

3.10  Multilevel connection 

GIS Server supports multi-level connection of GIS Servers among themselves for distributed 

storage and processing of spatial data with automatic replication, backup and data protection. 

Support is provided for working with vector maps, matrices and rasters (snapshots) through a 

multilevel connection with unstable communications. With the interruption (absence) of communication 

with the GIS, the top-level server does not lose client access to vector maps, rasters and matrices. The 

data of matrices, rasters and vector maps can be provided from the internal cache of GIS Server at the 

request of clients. The data in the cache is in the amount that was at least once received (or updated) from 

the GIS of the top-level Server. Updating GIS Server cache is performed as the data is requested by 

clients (the client can be another GIS Server, web-service, etc.). At the same time, several requests can be 

made to update data between GIS Servers for multichannal connection via the protocol TCP\IP. 

This architecture reduces the load on the data network tenfold, speeds up access to data and it 

improves reliability. 

Reducing the load on the data network is achieved through the access for individual groups of users 

through the intermediate GIS Server, which caches requests and performs automatic data replication. 
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Figure 6 -  The example of multilevel connection for servers 

For example, in the organization of remote interaction between the city government and the 

municipal enterprise with the number of users in each structure up to 10 and the availability of up to 100 

MB of data for exchange, the total amount of data transmitted via external channels will be up to 2 GB 

(20 Ĭ 100). When installing two intermediate GIS Servers, the amount of data transferred over the 

external network will be reduced to 200 MB (2 Ĭ 100) by eliminating repeated requests for data by 

different users. On the intermediate GIS Server, a mirror image of the connected GIS Servers with 

automatic data replication is automatically generated. Data transfer from the intermediate GIS Server to 

the user is performed over a local network, the speed of which usually exceeds the speed of the external 

Internet network by an order of magnitude. 

To access data on another server, a list of available servers and connection parameters are recorded 

in the parameters file of GIS Server: 

  

 <DepotList> 

    <Depot Host="Server01" Port="2047" Login="User1" 

Passw="C4CA4238A0B923820DCC509A6F75849B"/> 

    <Depot Host="123.456.789.001" Port="3333" Login="User2" 

Passw="820DCC509A6F75849BC4CA4238A0B923"/> 

  </DepotList> 

 

Via a multilevel connection, you can open vector maps, if you specify the alias of data on the 

connected server in place of the path to the map: 

 

    <Map Path="HOST#Server01#2047#ALIAS#Region" Alias="Region 01" Level="2"/> 

    <Map Path="HOST#123.456.789.001#3333#ALIAS#Map" Alias="Map" Level="2"/> 

 






















































































































































