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ANNOTATION

This document contains information for checking, maintairang tuning the conditions for the
specific application of GIS ServE®/ARB.0004904 software.

GIS ServerPARB.0004904 is designed to provide remote access to spatial data for us@is of
PanoramaPARB.00227-02, GIS Map 2011 PARB.0004601, GIS OperatorPARB.0004801, GIS
WebService SPARB.0016601 and others.

The server provides remote access to vector maps, remote sensing data, matrices, document
spatial databases. Connection to the eers established using thprotocol TCRIP using the socket
medanism.

Data placing on the server protects data from illegal copying and modification. The user selects ¢
to work by their conditional names (aliases). Vector maps can be opened for vieviengyiewing and
editing. Rastersind matrices are only alable for viewing and performing calculations. In addition, all
data can be closed or opened for copying from the senweexchange formats, to the clipboard or to
other maps.

GIS ServelPARB.0004904 supports the control of changing the raster andirmdata opened on
the GIS Server and their synchronous updating on the client. Access to new versions of orthophotorn
height matrices and vector maps, it is provided automatically without manual operations from the se
administrator or clients. It iprovided the verification for compliance of the map and classifier with the
opening of the map and automatic conversion for the map objects when the classifier is changed.
allows you to automate the process for updating the library of conditiona sig the server with
automatic updating of libraries on client workplaces and in connectedeveizes.

GIS ServelPARB.0004304 supports multievel connection of GIS Servers among themselves for
distributed storage and processing of spatial data wiibnzatic replication, backup and data protection.
This architecture reduces the load on the data network tenfold, speeds up access to data and imf
reliability. Reducing the load on the data network is achieved through the access of individual fyroup
users through an intermediate GIS Server, which caches requests and performs automatic data replic

The GIS Server includes the program GIS Administrator, designed to configure the parameters
operation GIS Server. GIS Administrator allows youd&fine a list of users, a list of data and their
properties, which allows you to configure GIS Server for a specific application. A list of available data
generated for each user group. User access to the data is done through the user authorization.

The list of users, the data list and their properties are stored on the server in the parameter
gisserver.xml. Creation and editing of the parameters file is performed by the server administrator.
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1 GENERAL INFORMATION ABOUT THE PROGRAM

1.1 Purpose and main functions of the program

GIS ServerPARB.0004904 is designed to provide remote access to spatial data for afs&is
PanoramaPARB.00227-02, GIS Map 11 PARB.0004601, GIS Operator PARB.000481, GIS
WebService SPARB.0016601 and others.

The server provides remote access to vector maps, remote sensing data, matrices, document
spatial data bases.

Data placig on the server protects data from illegal copying and modification. The user selects d
to work by their conditional names (aliases). Vector maps can be opened for viewing or for viewing ¢
editing. Rasters and matrices are only available for viewmgperforming calculations. In addition, all

data can be closed or opened for copying from the senweexchange formats, to the clipboard or to
other maps.

Registration

9 Panorama version 12.5.1 x64 - [\panorama-hdd\Public\_BLETHAM\O1-MAP 170810\viet25_16.map, objects: 145 5251 T T . T W > |
@ file Edit View Search Tools Base Scale Options Window Help '
e N RIS - | oy o o =% Stk <\ D@ 1.4 77" = =8\ [
= 19 B av .. = a4+t O 7 IRARQ LV -k )lr‘ |G e | K
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? /
VAR £ Open data from GIS Server [\\panorama-hdd\Publicy BSETHAM\01-MAP_170810\iet25_16map] (| (] |seSe
‘;’ )"/ New connection
g E
| == o |l V@
X TF, v —
Maps | Rasters | Matrix | Atlases | Connection options
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LN localhost v [
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Port number 2047
NENNN
» User logging
¢ | & i -
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fs gl Parole
a,| &,
f— Windows autorization
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As the host name can be the name of the computer network
or IP - address of the computer.
If user authentication is performed using security
of the operating system, turn Windows authentication,
otherwise enter your username and password.
If the data server enabled guest access,
user can skip password and login.

1] -@ &

'
;3

'
&y

&

g
3]

viet25.16 1:25 000 Sheets: 16 (VN-2000 (EPSG:3405, EPSG:3406)) Objects: 145 525 / O (view / select) The atlas is not

open
PN N=237213540m E= 29168800m 1:20 000 000

Figure 1- Connectim to GIS Server from GIS Panorama

GIS ServePARB.0004904 supports the control athanging the raster and matrix data opened on
the GIS Server and their synchronous updating on the client. Access to new versions of orthophotor
height matrices and vector maps, it is provided automatically without manual operations from the se
administrator or clients. It is provided the verification for compliance of the map and classifier with tt
opening of the map and automatic conversion for the map objects when the classifier is changed.
allows you to automate the process for updatirg lthrary of conditional signs on the server with
automatic updating of libraries on client workplaces and in connectedeveites.

GIS ServelPARB.000£8-04 supports multievel connection of GIS Servers among themselves for
distributed storage and praseng of spatial data with automatic replication, backup and data protectiol
This architecture reduces the load on the data network tenfold, speeds up access to data and imf
reliability. Reducing the load on the data network is achieved througtttleesaof individual groups of
users through an intermediate GIS Server, which caches requests and performs automatic data replic

The same data is available for processing to any number of users connected to GIS Server. V
editing a map by one of ¢husers, the data is automatically updated for all users working with this ma|
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including, and on the screen. When editing the same object simultaneously by several users, the ¢
will be in the state it received as a result of the last editing operdtie update data is performed in the
execution mode of a transaction that provides failure recovery and rollback to any number of steps ba

The list of users, the data list and their properties are stored on the server in the parameter
gisservexml. Creation and editing of the parameter file, it is performed by the server administrator usi
the local or remote administration program. Password lists are stored in the parameter file in coded 1
using the algorithm MD5. A user can be added tdiief GIS Server users either as a single user or as
a group of users Active Directory (AD) as an individual user.

All actions of users with data on the server are logged into the text log of the pregram
\LOG\gisserver.YYYYMMOL.log.Where YYYY is thecurrent year, MM is the current month. Every
month GIS Server automatically starts to conduct a new protocol from the first day of the month, wh
makes it easier to find the desired date in the protocol and deleting the obsolete protocols. The fc
\LOG is located in the foldeProgramDat&Panoram¥sIS Server.

The current status of data access is displayed in the server monitoring program.

GIS Server opens vector majpsexclusive acces$or editing to speed up data editing operations
and ensure the liability of their execution. Other applications can open parallel mapsfonhgading.

If any application had opened a map before GIS Server accessed it, the client will receive a notifica
about the error opening the vector map.

GIS Server runs auteatically at the start of the operating system and it can operate around tl
clock unlimited time.

1.2 Information about hardware and software for the program execution

The connection to the server is established using the TCP/IP protocol using the sobkeisnec

Binary data is transferred between the client and the servbject coordinates, attributes, data
blocks of rasters and matrices. Therefore, for normal operation, it is required-spbiggh connection of
client and server, for example, Ethernetwork over 1 Gbit/second.

GIS ServerPARB.0004904 can be installed on any computer on a locaiwork with 64bit
version of OSVIS Windows XP, MS Windows Server 2008 and higher, MS Windows 7 and higher.

For each client is allocated within 1.5 MB of RANIhe number of open vector maps, rasters and
matrices does not significantly affect the size of the allocated memory. The connection of 100 clie
requires about 1.5 Gigabytes of RAM on the computer where GIS Server is installed. The numbe
connected leents is not limited by software.

To improve performance, it is advisable to use multiprocessor motherboards and data placemert
different physical disks.

Due to the large amount of data transferred, you need to have-speigth connection between the
server and the client. For example, one snapshot or matrix can occupy tens of gigabytes, and se
thousands of rasters and matrices can be opened by one client.

To perform the remote administration of GIS Server via the-imehface, it is necessary tmve
one of the following welservers with the support module of PE¢tipts:

- Apache version 2.2.14 and higher,

- 1S version 6.0 and higher,

- ngnix 1.5.7 and higher.

Recommended requirements for the composition of hardware and software:
- the processor is navorse than Intel (R) Core (TM) i7 3,4GHz and higher;
- atleast 16 GB of RAM,;

- free space in one partition of the hard drive: from 1 TB and above;

- the presence of a USB port available for the application;

- operating system: MS Windows 2008 x64 and higher;

- Ethernet network card 1 giga/second and above.
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2 STRUCTURE OF THE PROGRAM

GIS ServelPARB.0004304 consists of the following programs:

- the service of Windows Services in module gsservice64.exe, which provides remote acces
spatial data;

- the program forristalling/uninstalling of the service in the module gsmanager64.exe;

- the service status of monitoring program is contained in the module gsmonitor.exe;

- the desktop version of the service administration program in the module gsadmin.exe;

- a webversion of tle service administration program in the set of-pigmlules in the folder
\GISAdministrator;

- the module dsloader.exe is for remote loading of data sets into the Data bank of digital maps
remote sensin§ARB.0003302;

- libraries for performing service fations for managing vector spatial data, images and matrices;

- the protection key drivas contained in the modulgVinKey64Asetup.exe.

The service gsservice64.exe operates according to the parameters stored in the paramete
gisserver.xml.

Local admnistration programs gsadmin.exe and remote web administration make changes to
parameter file gisserver.xml, which is periodically read by the program gsservice64.exe.

The program gsmanager64.exe is a console application and it is intended onlyaiingnst
removing the service through the command line.

The module dsloader.exe and libraries for executing service functions are called from the sen
gsservice64.exe upon receipt of the corresponding commands by protocol TCP/IP.

The protection key dver is called from the service gsservice64.exe when checking for a license
run the program.

The monitoring program gsmonitor.exe quer:i
open data, and it displays them in the service status dialog.

Rev.| Sheetf = d o c u| Sign. | Date




8
PARB.0004904 3201

3 SETTING UP THE PROGRA M

3.1 General procedure for installing the program

Install the CD.

From the directory containing the installation of the program, run Setup.exe.

I n the dialog box for sel Emlisieng@gnidher leadog.t

In the dialog boxxWelcome&t o t he installation wizard, <c

I n the dialog box ¢License Agreement e, c
license agreement.

In the dialog box for selecting the installation folddr,icc k t he button ¢l n
change the default folder, first change the f

h g
| |
| i

All programs that are part of the GIS Server are recorded to the same folder. The installat
program offers to place the pragns in the foldeYProgram Fileg?anoram¥sIS Server.

Before installing a new service, the previous version of the service is stopped and deleted from
registry, for this, the installation program automatically executes the command:

gsmanager64.exe

To install the new version, run the following command:
gsmanageré4.exe

If it is necessary, these commands can be performed in manual mode to restart GIS Server prog
Il n the dialog box, you are greetedttheyoptionGu

clnstall Guar dant driversé and click the but
driver, click the button c¢Cancel ¢e). I n the d
button ¢Finisheée.

To automaticallyrun the monitoring program gsmonitor.exe, it is necessary to place it in the folds
Startup of the system Windows. When the program starts, its icon is automatically placed in the Sys
tray of the screen (System tray).

A new version of the file gisserng&ml is installed with the name gisserver.new.xml.

If there is no gisserver.xml file in the folder with the installed program or in the folde
\ProgramDat#anoram¥sIS Server, the file gisserver.new.xml is automatically copied to the file
\ProgramDat#®anoramaGIS Servegisserver.xml.

To run the program, it is necessary to install the security key in the USB port. The key driver
installed automatically when the program is installed. If there is no key, a message about the absen
the key wil be recorded in the log fil&dog\gisserver.20XXXXXX.log. For example:

--->10:16:55 Start GIS Server x64 Demo v.5.86/01/2011

>>>>10:16:55 Hard Key not accessible. The numbepohections is not more thah 4

---> 10:16:55 Begin of reading pamnaters - C:\Program Files (x86PanoraméGIS
Servekgisserver.xml

In this case, the program limits the number of user connections to 4.
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Figure 2- Management othe service in the operating system

Stopping and starting the program can be performed from thersg&ég MS Windows, which is
called from the menu Start.

3.2 Procedure for installing and using the USB security key of the program

Electronic key is a device designed to protect programs and data from unauthorized use
replication. Electronic key&uarcant USB can be used on operating systems that support the US
standard.

You can connect and disconn&@uardantJSB keys when the computer is on or off.

USB-dongle should be connected to the port only after installing the ddwardantIf the key had
been connected before installing the driver, and the standard Windows USB Device Wizard v
launched, then you need to remove the key from the port and cancel the wizard.

The driver of the electronic key is installed automatically when installing the sefté/& Server.

If you need to update the driver and replace the key, follow these steps:

1) Run the driver installation prograinKey64Setp.exe

2) Click the buttorginstall drivee in the appearing dialog box of Install driv@uardant

3) If it is necessary, restart the operating system.

Before installing the key driver for @dit system, you must ensure that the Guardant driver is no
already installed in a different version. If the specified driver is present on the system, you must unins
it (Start\ Settings\ Control Panel Add or Remove Programssuardant driver§ Delete), then restart the
system and install the key driver for-64 system.

Then it is necessary to install a special protection key driver, which is not installed autdynatice
when installing the software. Installation of this driver of the protection key is located on the installati
disk of the software in the sectit®ystemWinKey-x64\.

To support the execution of the program GIS Server, the virtual machine uses & rsstovoity
key that is installed on a system that has physical access to the USB port.

The network key Guardant Net can be installed on any workstation or server.
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To get started, it is necessary to install the driver for accessing the electronic keyst@hation
program is located in the fold&ystemiWinKey of the installation disk). Then connect the electronic key
to the USB port of the same computer.

Next, you need to copy the directoBystemiNetKey to the hard disk (for example, to the directory
c:\Program Filey. This directory contains the software of Guardant Net server.

After installing the network US&ey on the computer, you need to start the server Guardant Net
the module grdsrv.exe.

Attention! The Guardant Net server must be loadethersame computer (workstation or server) to
which the electronic key Guardant Net is connected. Otherwise, the server (as well as the client Gual
Net) will not be able to detect the key.

The server Guardant Net supports TCP/IP network protocols gmaf éme interfaces NetBIOS.

In order for the server Guardant Net to start automatically when the computer is turned on &
service, the server Guardant Net must be started on the command line:

grdsrv.exe /i

To stop and uninstall the server Guardant$¢gtvice, you must execute:

grdsrv.exe /r

In order for the program GIS Server to work with the network key Guardant Net, you need
means of the text editor (Windows Notepad) in the configuration file GISServer.ini to add (or replace)
following lines:

[PROTECT]

NET=1

In the directory with installed GIS, you must copy the file gnclient.ini (from the direttmtKey).
Then use the text editor tools in the section [SERVER] for the parameter IP_NAME to specify the rea
address of the computer on sl the server Guardant Net is installed.

For example:

[SERVER]

IP_NAME=192.168.0.1

For a detailed description of the procedure for installing and configuring the network key, s
cGuide for the system p nadngns ananua. pdiof a descriptioreof tha |
configuration, see file NetKeyguarnet.doc.

3.3 Parameters of connection

When you first connect to the server in the client program, you must enter the server-tha@dress
hostname or IP address of the computer on which the prograrB8€B¥8r is running. The host name can
be the name of the computer on the local network. In addition to the server address, it is specified the
number for the connection.

By default, the port number 247 To change the port number through whiclsGlerver works, it
is possible in the program of GIS Administrator.

The value of the port number is stored in the file XML on the line of the form:

<Port Number="2047"/>

Multiple instances of programs that have the sametpo nu mber i ntbediagedore t
the same computer.
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3.4 Registration of users

To access the server, the user must undergo the authentication procedure at the beginning c
operation. There are two options for authentication: by login/password and using tha bagurity
system of the operating system (or Active Directory).

3.4.1 User authentication by login and password

To access the server, the user must enter the user name and password at the beginning «
operation.

The list of users, the data list and their propertiesstoeed on the server in the parameter file
gisserver.xml. Creation and editing of a parameter file is performed by the server administrator using
administration program.

The user's password is stored in coded form using the algorithm MD5. If theopdsswvost, it is
assigned again by the administrator. When a user logs in through the login and the password, an ent
string is sent with a value that is generated for each session {digkstization), which excludes
password interception.

If it is allowed by the administrator of GIS Server, a user who does not specify a login anc
password can be granted the guest access.

3.4.2 Guest access

To organize access for unregistered users, the administrator must create a user with a GUEST
and a GUEST msword in the group GUESTS and to specify the data available for such users. If there
such record for unauthorized access to the server, the user at the beginning of the operation can en
empty user name and blank password, and work with the tiite group GUESTS.

3.4.3 User authentication using OS security system

You can use the account information in the domain security policy or the operating system of
local computer to access the server.

The user is authenticated using SSPI (Security Supgtrontider Interface) system providers. A
client application running on behalf of this user, before requesting authorization from GIS Serv
initiates the creation of a secure data exchange session via SSPI. Further, the client application pre
and send a GIS Server to the service message, in which it notifies him/her about the start of
authorization process using SSPI and specifies which security package to use. GIS Server, receiving
a message, initiates the creation of a secure sessionpamtitsith the specified security package. Having
received the details of the session, the client application creates a security context from its side
generates a set of data intended for sending to GIS Server and carries out their transfer. GIS Se
having received the client data and using the details of the session, generates its own security conte)
receives a data block for transmission to the client. In turn, the client application, having received
data, uses them to reorganize itsusgg context and receive the next data block, and again sends them
GIS Server.

The process for mutual exchange of data packets between the client application and GIS Server
the reconfiguration of the security contexts on the server and thet d@riinues until SSPI reports the
end of the mutual identification of GIS Server and its client.

If authentication is performed not on the local computer but in the domain, when creating t
security context, SSPI interacts with the domain controller utlyd t he services:s
cWorkstatione. Accordingl vy, these services mu
performing authorization through SSPI.

If the process of forming the security context for GIS Server and the clienmigleted with a
positive result (the mutual determination of the server and the client was successful), the server rece
the data of the user logged on to the client computer: the identity of the user and the data of all sec

Rev.| Sheetf = d o c u| Sign. | Date




12
PARB.0004904 3201

groups of the operatingystem or domain, in which it enters. These data are used later to determine
authority of the useOtherwise GISSer ver rejects the userods | ogi

3.4.4 Reqistration of the authenticated user

After connecting the user, the name appears in the list of asénge main form of the server.

Information about registration of users (successful and erroneous) is recorded to the text log of
program- \LOG\gisserver.log.

The example of a record in the protocol:

09:59:02 [01] Connection with a server is open.
09:59:02[01] Error registréion of the user. User Smirnov@ COMPANYWWORKER77
09:59:14 [01] Registration of the user. Usdvanov @WORKER77

In square brackets after the time, the serial number of the connected user is indicated[fibn 1
Thefiel d User specifies the user name, and afte
If the user is registered in the system ActiveDirectory, the computer name switches on the domain nar

3.5 Changing access settings without restarting the s@ce

GIS Server provides rourttie-clock access to spatial data 365 days in a year. Changing data acce
settings (lists of roles, users, data) can be performed without restarting the service. Parameter ch
notifications are recorded to the applicatiog. New conditions for data access acts also to previously
opened data. If in the new conditions it is added a ban for record, then all editing operations for the cl
will be terminated, if a complete prohibition on access to the data is enteredtdtdisplay on the client
will be interrupted.

To change the parameters, you must run the program GIS Administrator, to make changes for
data access settings and to save them. The program GIS Server determines for some time (usually \
60 secondsthat the access parameters have changed and puts them into effect.

To ensure continued operation, there are added tools for automatically releasing resources
inactive or broken connections. The period of the forced disconnection in the absence gesessa
specified in the administration program.

---> 10:16:55
Servekgisserver.xml

Begin of reading parameters C:\Program Files (x88PanoramésIS

--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55
--->10:16:55

Port numbe2047

User count = 6
DocStorage count =1
Depot count =0

Map count = 81

Matrix count = 3

Raster count = 17

Atlas count =0

Role count =4

End of reading parameters
Conne¢imeout (min): 15
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3.6 Access to data

3.6.1Types of data to be processed

The user can open on GIS Server: vector massersor matrices in a separate window or to add to
the previously opened data, and also to open atlas maps from GIS Server. With vectdijeo@p o
documents of different formats can be logically linked, which can be saved and opened from GIS Se
by accessing the corresponding semantic characteristics of the object.

Vector maps are logically linked to map classifiers, which are transmdtéae client computer
when the maps are opened. Maps can be in MAP, SIT and SITX formats with support for encoding st
data.

For correct work with vector maps it is recommended that classifiers common to several maps
placed in public classifier folts, and not duplicated in each folder with data.

The processed data is stored in four list®ctor maps, rasters, matrices (matrices of heights anc
matrix of qualities) and atlases. Each list is stored and displayed as a tree.

The client will see onlyhe data to which it has access from all data available on the server. Ea
data type has two properties conditional name (alias) and the full path to the data file. The client see
only the conditional name of the data.

The data list and their propm$ are stored on the server in the parameter file gisserver.xm
Creation and editing of the parameters file is performed by the server administrator using a spe
program- GIS Administrator.

When working with a vector magegrvice files(INI, LOG, TAC and others) are created. Usually
they are recorded in the service directt®G along with the map (the file INI is recorded in the folder
along with the map).

3.6.2Logging the data access

When the client opens the new data, the new entry is added to thef ldge program
\LOG\gisserver.log.
The example of record in the protocol:

10:35:27 [01] [101] Open rmf. Name = ALIAS#Podalsjiality

10:35:27 [01] [101] Open rmf. Path =\Banorama®ataPodolskFloodZone.mtq
10:35:27 [01] [01] Open map. NameAEIAS#Shape

10:35:27 [01] [01] Open map. Path ARanorama®atdShapé&shape.sit
10:35:27 [01] [02] Open map. Name = ALIAS#Podems&p

10:35:27 [01] [02] Open map. Path Aanorama®ataPodolskpodolsk.map
10:35:27 [01] [102] Opermf. Name = A IAS#Podolskraster

10:35:27 [01] [102] Open rmf. Path =\Banorama®ataPodolskimage3d.rsw

In square brackets after the time, the serial number of the connected user is indicated [t 1
Then the following square brackets indicate the ordmmhber of the open data for the given user. For
vector maps, it is indicated a tvaigit number with 1, for rasters and matrices, a tuigé number with
101.

For each data type, the Name parameter is the alias name and the parameter Path isttheofull p
the data on the server.

3.6.3Features of sorting vector maps on the server

The vector map can be sortegduser who has the rigtts edit the map (Edit="TRUE").
The entry in the parameter file can have the following form:
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<PolicyData Alias=Noginsk- mag' Edit="TRUE" CacheCoding="FALSE"
StreamCoding="TRUE" HidePasport="FALSE" RscEdit="TRUE" Type="Vector"/>

When the map is sorted, the server is blocked from compressing the map by removing dele
objects from the data set and deleting copies ottliged objects so that the user can in any case cance
or restore any operation performed. The value field Delete copies of the edited objects in the dialog
Map Sorting will be ignored.

Only the user with administrative rights (Admin="TRUE") of GIS \&&rcan delete the copies of
the edited objects.

The entry in the parameter file can have the following form:

<User Login="Userl" PassW="C4CA4238A0B923820DCC509A6F75849B" RoleNaaneap
1" Monitoring="TRUE" GeoDB="TRUE" Admin="TRUE"/>

3.7 Accessing dataunited in folders

For the convenience of administering access to data, GIS Server supports automated control of
access at the data folder level.

The administrator can specify the rights of individual user groups to access different folders with
detaiing the contents of the folders and their structure.

In the process of working GIS Server automatically scans the contents of folders and provides u
belonging to the corresponding group with rights to the data that will be placed in the folder.

When yai change the contents of the folder, the available data tree is automatically rebuilt, whict
displayed on the client when data is selected. This allows you to dynamically change the compositio
data in the folder, add and delete data without intéimgghe operation of GIS Server and without using
administration tools for each data instance.
client closes the data.

When assigning access to data at the folder level, you can specify whetlsebdirectories should
be processed.

The same data folder can be included in lists of maps, rasters, matrices and atlases. In this cas
corresponding data categories will be displayed in each list from the folder. The administrator can spe
a list of data types that will be displayed in the list. For example, only data projects (MPT) and store
maps (SITX) can be displayed in the map list, and MAP and SIT maps, included in the project, will not
visible in the user tree.

<MaplList>
e
<Map Alias="Work folder" Level="1" Comm="TRUE"/>
<Map Path="CPanoramal®loginsk" Alias="Data" Folder="TRUE"
DocAlias="Doc" Types=MPT, SITX" Level="2"/>
</MapList>
<RasterList>
<Raster Path="GPanoramal®oginsk" Alias="Data" Folder="TRUE"
SwbFolder=TRUE" LongAlias="FALSE" Types="RSW" Level="2"/>
</RasterList>
<RoleList>
<Role Name="USER">
<PolicyData Alias="Data" Edit="TRUE" CacheCoding="FALSE"
StreamCding="TRUE" Type="Folder"/>
</Role>
</RoleList
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&= Open data from GIS Server [D:'Data‘Noginsk ' Noginsk.sits | - |EI |i|

GigServer.ru / Userd Xl 4 |
= o P+ @

Maps | Rasters | Matrix | Atlases | Connection options Monitoriﬁg| Folder5|

B-Map's list
B Mockoeckas ofinacTs
-HlelMNoaMocKoBLe
B-PaioHel
B HOmHCkAM pabioH
e HorHck
=T 1NaHe! ropoaos

[ Noginsk_MNoginsk sit
= ParioH CouA

[l Coun - mpoekT

[l Coui
B-AMcneTHepckii LeHTp

[ Tper 2a nocneaHii geqb
B TEST

----- Me-Bemropoackan obnacte sit

B -read (9) B - edit (5) - copy (3) % - not print (0]
[ Only user map
Cper | Append | Exit | Help | @l

Figure 3- Datalistviewinthed | der c¢Wor k f ol der e

In the list of vector maps, a folder can be specified in the document store aliases for autom
saving of documents referred to by the semantics of the objects on the maps that will be placed ir
specified folder.

A top-level folder can be given a comment under which the data tree will be placed. If no comme
is given, the name of the folder in which the data is stored will be displayed. If you specify the proces:s
tag for the subdirectories (the property SubFolder is TRUE)hdhges of the incoming folders with the
data will be displayed in the data tree.

All data included in the folders are automatically assigned unique data aliases, which consist of
folder alias, the name of the subdirectory, and the data name sepayatbd bnderscore. If the
LongAlias property is FALSE, only the data name is set as the data alias.

GIS Server supports remote management of data in user's virtual folders. The user can creat
new folders in virtual folders, to copy to the folder anyadfr common use, to delete outdated data.
Users' access to shared folders (data placement, data editing, viawirgy)controlled by the
administration tools of GIS Server. Providing data at the public folder level facilitates the administrati
of a lage list of data (in the project there can be thousands of maps, tens of thousands: matrices
photos (snapshots)). The available data tree is automatically updated for each user without administ
intervention due to data placed in public folders.
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ﬁbpen data from GIS Serve EE |

Belenkov / Userl x | + |

| Maps | Rasters | Matrix | Atlases | Connection options |Monitoring| Folders |Database

Current folder ProgramFiles\Shape\

Name Size Date

€[] 16/07/2017 13:32:07
S[LOG ] 08/12/2016 16:07:03
@shape.sitx 87 kb 14/03/2016 18:20:28
@testshape.rsc 66 kb 14/03/2016 20:44:24

[T Show all files
Files 3 [ Delete (F8) ] [Append folder (F}'}] [ Append file

Open Append [ Exit H Help l

Figure 4- Managing the location of data in public folders

Tools for working with virtual folders in the tab Folder (in the dialog of connection to GIS Servel
are displayed only for those users who have the rights to manage the data placement. To do this, i

folder alias description, it must be specified the attribute FolderEdit="TRUE" in the list of available us
role data.

<Role Name=Group 1>
<PolicyData Alias="Matrixes" Edit="TRUE" FolderEdit="TRUE"

CacheCding="FALSE" StreamCoding="TRE" Type="Folder"/>
</Role>

When you place the new data, backups are automatically created if the administrator of GIS Se
has enabled this tool (in the section ReservedCopy).

3.8 Remote monitoring of the server status

The user can monitor the stato$ server connections remotely from any program that has
connectivity to GIS Server. To do this, it must be given appropriate rights by the Administratoe. In
parameter file, using GI&dministrator for the user, it is set the property Monitoring="TRUE"

<UserList
<User Login="GUEST" PassW="33E9232989576B5CFAA06654217D7A1A"
RoleName="GUESTSMonitoring="TRUE">
<ExtRoleList>
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<ExtRole RoleName=roup2"/>
</ExtRoleList>
</User>

In the dialog of connecting to GIS Serythe tree of connected users and the composition of dat
opened from the server will be displayed on the Monitoring tab. It will be specified the duration of t
connection and the number of performed operations for data update

3.9 Data protection

Placingdata on GIS Server increases the degree of protection from unauthorized reading, edit
copying, printing and updating.

When authorizing the user with user name and password, the-dighstization algorithm is
applied to prevent the user from intertieg the user's password when connecting to GIS Server. In thi
case, it is sent to the Server a random string encoded by the key created on the basis of the |
password. If the result of the string encoding on the client and the server is the saauhdhization is
successful.

All data stored on the client computer in the cache for speeding up work is always encoded wi
256-bit key formed from the server key and client key. If the keys have changed when you connect to
data on the server, tlvache is automatically cleared anedfitled as you access the data.

It is supported the possibility @utonomous workvith data from the cache when communication
with GIS Server is lost. If there is no (shtetm loss) connection with GIS Server, thetadaccess is
automatically switched to the mo d e ¢Read On
connection is restored, the access is automatically changed to the one that is set for the user or
Server, and the data is automatically replicatetthe cache in the part of the changed data.

The administrator of GIS Server can disable autonomous work with data. If the Administrator
GIS Server cancels access to the data for the specified user group, the maps on the respective clien
be clsed automatically with the removal of data from the cache. If the Administrator of GIS Serv
establishes the prohibition for offline work with data, then client programs with a version lower th:
11.10.3 that desnot support data encoding will not be@bd open data on GIS Server.
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Figure 5- The example of coding data into the cache

It is supported the ability to encode the transmitted data. This prevents the interception of data
their replacement at the time of transmission over open communication chdrireldata is encoded
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with the 256bit key that is set for a specific communication sessBwding is performed when reading
and recording data.

It is possible to hide the parameters of the map coordinate system, opened on GIS Server.
allows you to wrk remotely with maps in local coordinate systems whose parameters are closed. In
dialogs and tasks, the parameters of local coordinate systems will be displayed as parameters c
system EPSG: 3857 (the Mercator projection on the ball, accepte@obgle). To do this, the
Administrator of GISServer must set the maplade Coordinate System parametergor the map. All
recalculations of coordinates and alignment with data having other coordinate systems will be perfori
without distortion. It $ recommended that you hide tpeopertyHide Coordinate Systemparametersin
conjunction with the property Disable Map Copy from GIS Server. If the passport parameters are hid
and data copying is not prohibited, then when saving data to SXF and TXF fatmeateordinates will
be stored in degrees in the system EPSG: 3857.

It is supported the ability to prohibit printing maps on client workstations from standard dialogs
GIS.

3.10 Multilevel connection

GIS Server supports mulevel connection of GIS Serse among themselves for distributed
storage and processing of spatial data with automatic replication, backup and data protection.

Support is provided for working with vector maps, matrices and rasters (snapshots) throug!
multilevel connection with undbde communications. With the interruption (absence) of communicatior
with the GIS, the toflevel server does not lose client access to vector maps, rasters and matrices.
data of matrices, rasters and vector maps can be provided from the internabfc&tBeServer at the
request of clients. The data in the cache is in the amount that was at least once received (or updated
the GIS of the toplevel Server. Updating GIS Server cache is performed as the data is requested
clients (the client can benother GIS Server, wedervice, etc.). At the same time, several requests can b
made to update data between GIS Servemhtdtichannalconnection via the protocol TAP.

This architecture reduces the load on the data network tenfold, speeds upt@aatztssand it
improves reliability.

Reducing the load on the data network is achieved through the access for individual groups of u
through the intermediate GIS Server, which caches requests and performs automatic data replication.

Rev.| Sheetf = d o c u| Sign. | Date




19
PARB.0004904 3201

Figure 6- The example ofmultilevel connection for servers

For example, in the organization of remote interaction between the city government and
municipal enterprise with the number of users in each structure up to 10 and the availability of up to
MB of data for exchangdhe total amount of data transmitted via external channels will be up to 2 G
(20 T 100). When installing two intermediate
external net wor k wi || be reduced teguesksOd datdBy (
different users. On the intermediate GIS Server, a mirror image of the connected GIS Servers \
automatic data replication is automatically generated. Data transfer from the intermediate GIS Serve
the user is performed over a lbcetwork, the speed of which usually exceeds the speed of the extern
Internet network by an order of magnitude.

To access data on another server, a list of available servers and connection parameters are rec
in the parameters file of GIS Server:

<DepotList>
<Depot Host=Server01 Port="2047" Login="User1"
Passw="C4CA4238A0B923820DCC509A6F75849B"/>
<Depot Host=123.456.789.001Port="3333' Login="UseR"
Passw="820DCC509A6F75849BC4CA4238A0B923"/>
</DepotList>

Via a multilevel connectionyou can open vector maps, if you specify the alias of data on the
connected server in place of the path to the map:

<Map Path="HOST#Server01#2047#ALIAB&gion' Alias="Region01" Level="2"/>
<Map Path="HOST#123.456.789.001#3333#ALIA&" Alias="Map' Level="2"/>
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